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DETAILED ACTION 

1. Claims 1-18 have been examined. 



Specification 

2. Applicant is reminded of the proper language and format for an abstract of the 
disclosure. 

The abstract should be in narrative form and generally limited to a single 
paragraph on a separate sheet within the range of 50 to 150 words. It is important that 
the abstract not exceed 150 words in length since the space provided for the abstract 
on the computer tape used by the printer is limited. The form and legal phraseology 
often used in patent claims, such as "means" and "said," should be avoided. The 
abstract should describe the disclosure sufficiently to assist readers in deciding whether 
there is a need for consulting the full patent text for details. 

The language should be clear and concise and should not repeat information 
given in the title. It should avoid using phrases which can be implied, such as, "The 
disclosure concerns," "The disclosure defined by this invention," "The disclosure 
describes," etc. 



Claim Rejections - 35 USC § 112 

3. The following is a quotation of the first paragraph of 35 U.S.C. 112: 

The specification shall contain a written description of the invention, and of the manner and process of 
making and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the 
art to which it pertains, or with which it is most nearly connected, to make and use the same and shall 
set forth the best mode contemplated by the inventor of carrying out his invention. 

4. Claim 9 is rejected under 35 U.S.C. 112, first paragraph, as failing to comply with 
the written description requirement. The claim(s) contains subject matter which was not 
described in the specification in such a way as to reasonably convey to one skilled in 
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the relevant art that the inventor(s), at the time the application was filed, had possession 
of the claimed invention. Claim 9 recites, "a security level setting module" which is not 
described in the specification. The applicant has disclosed the internal key management 
module reads the security setting value, (page 15, lines 7-9) However, there is not 
enough information in the disclosure so that one of ordinary skill in the art at the time 
the invention was made would have known what "a security level setting module" is. 
The applicant in the original application at the time of the filing has not described "a 
security level setting module". 

5. Claim 10 is rejected under 35 U.S.C. 112, first paragraph, as failing to comply 
with the written description requirement. The claim(s) contains subject matter which 
was not described in the specification in such a way as to reasonably convey to one 
skilled in the relevant art that the inventor(s), at the time the application was filed, had 
possession of the claimed invention. Claim 10 recites, "a region setting module" which 
is not described in the specification. There is not enough information in the disclosure 
so that one of ordinary skill in the art at the time the invention was made would have 
known what "a region setting module" is. The applicant in the original application at the 
time of the filing has not described "a region setting module". 

6. Claims 14 and 15 are rejected under 35 U.S.C. 112, first paragraph, as failing to 
comply with the written description requirement. The claim(s) contains subject matter 
which was not described in the specification in such a way as to reasonably convey to 
one skilled in the relevant art that the inventor(s), at the time the application was filed, 
had possession of the claimed invention. Claims 14 and 15 recite, "deciding means" 
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which is not described in the specification. There is not enough information in the 
disclosure so that one of ordinary skill in the art at the time the invention was made 
would have known what "deciding means" is. The applicant in the original application at 
the time of the filing has not described "deciding means" 

7. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

8. Claim 15 is rejected under 35 U.S.C. 112, second paragraph, as being indefinite 
for failing to particularly point out and distinctly claim the subject matter which applicant 
regards as the invention. Claim 15 recite, "deciding means decides to encrypt when 
data inputted by the data input interface is encrypted." Applicant has taught in the 
specification to perform decryption when the data inputted is encrypted and then, 
decryption module for decrypting encrypted data inputted by the data input interface and 
an encryption module for encrypting data decrypted by the decryption module using a 
key different from the first encryption key. (pages 3, lines 23-28) It is unclear whether 
the encrypted data is encrypted after decryption or if the encrypted data is re-encrypted. 
Appropriate correction is required. 

Claim Rejections - 35 USC § 102 

9. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 
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(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

1 0. Claims 1,3,14-16 and 1 7 are rejected under 35 U.S.C. 1 02(b) as being 

anticipated by Davis U.S. Patent 5,805,706. 

As per claims 1 and 17: 

Davis teaches an information processing device comprising: 

a data input interface for inputting encrypted data; (Figure 2A; col. 2, lines 36-38) 

a decryption module for decrypting encrypted data inputted by the data input 

interface using a decryption key forming a pair with a first encryption key used to 

encrypt the data; (Figure 2A, item 143; col. 3, lines 10-25; col. 4, lines 30-36) 

an encryption module for encrypting data decrypted by the decryption module 

using a second encryption key different from the first encryption key; (Figure 2A, item 

144; col. 4, lines 37-40) and 

a storage device for storing data encrypted by the encryption module, (col. 4, 

lines 40-43) 

As per claim 3: 

Davis teaches all the subject matter as discussed above. In addition, Davis 
further discloses wherein the data input interface also inputs unencrypted data, (Figure 
2A; col. 2, lines 36-38) and the encryption module also encrypts unencrypted data input 
by the data input interface. (Figure 2A, item 144; col. 4, lines 37-40) 
As per claims 14-15: 
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Davis teaches all the subject matter as discussed above. In addition, Davis 
further discloses deciding means for deciding whether or not to encrypt data inputted by 
the data input interface, wherein the encryption module encrypts data decided upon for 
encryption by the deciding means. (Figure 2A, item 144; col. 4, lines 37-40) 
As per claim 16: 

Davis teaches all the subject matter as discussed above. In addition, Davis 
further discloses a printer for decrypting and printing data stored in the storage device, 
(col. 3, line 51-col. 4, line 3) 

Claim Rejections - 35 USC § 103 

1 1 . The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

12. Claim 4 is rejected under 35 U.S.C. 103(a) as being unpatentable over Davis 
U.S. Patent 5,805,706 in view of Saito U.S. Patent 7,093,295. 

As per claim 4: 

Davis teaches all the subject matter as discussed above. Davis does not 
explicitly disclose a key generator for generating the second encryption key. Saito in 
analogous art, however, discloses a key generator for generating the second encryption 
key. (col. 7, lines 49-57) Therefore, it would have been obvious to one ordinary skill in 
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the art at the time the invention was made to modify the device disclosed by Davis with 

Saito in order to ensure the security for the information and for the key used by 

generating the key when necessary for decryption. 

13. Claims 2, 5-13 and 18 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over Davis U.S. Patent 5,805,706 in view of Saito U.S. Patent 7,093,295 

and further in view of Blakley III, (hereinafter Blakley) U.S. Patent 5,677,952. 

As per claims 5 and 18: 

The combination of Davis and Saito teaches all the subject matter as discussed 
above. Both references do not explicitly disclose a memory controller for storing the 
second encryption key in the volatile memory. Blakley in analogous art, however, 
discloses a memory controller for storing the second encryption key in the volatile 
memory, (col. 6, lines 48-57) Therefore, it would have been obvious to one ordinary skill 
in the art at the time the invention was made to modify the device disclosed by Davis 
and Saito with Blakley in order to erase secret keys when the authorized user powers 
off the device, (col. 6, lines 48-57; Blakley) 
As per claim 6 

The combination of Davis and Saito teaches all the subject matter as discussed 
above. Both references do not explicitly disclose wherein the key generator generates 
the second encryption key using information characteristic to the device itself. Blakley in 
analogous art, however, discloses wherein the key generator generates the second 
encryption key using information characteristic to the device itself, (col. 5, lines 41-60) 
Therefore, it would have been obvious to one ordinary skill in the art at the time the 
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invention was made to modify the device disclosed by Davis and Saito with Blakley in 
order to enhance the security of the key by utilizing an identification that is unique to 
each device, (col. 6, lines 48-57; Blakley) 
As per claims 2 and 7: 

The combination of Davis and Saito teaches all the subject matter as discussed 
above. Both references do not explicitly disclose wherein the key generator generates 
the second encryption key when power to the device is turned on. Blakley in analogous 
art, however, discloses wherein the key generator generates the second encryption key 
when power to the device is turned on. (col. 6, lines 48-57) Therefore, it would have 
been obvious to one ordinary skill in the art at the time the invention was made to 
modify the device disclosed by Davis and Saito with Blakley in order to erase secret 
keys when the authorized user powers off the device, (col. 6, lines 48-57; Blakley) 
As per claims 8-10: 

The combination of Davis and Saito teaches all the subject matter as discussed 
above. Both references do not explicitly disclose a media reader capable of being 
installed with a removable portable storage media storing key generation parameters for 
reading a key generation parameter stored on the installed portable storage media, 
wherein the key generator generates the second encryption key using the key 
generation parameter. Blakley in analogous art, however, discloses a media reader 
capable of being installed with a removable portable storage media storing key 
generation parameters for reading a key generation parameter stored on the installed 
portable storage media, wherein the key generator generates the second encryption key 
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using the key generation parameter, (col. 5, lines 41-60) Therefore, it would have been 
obvious to one ordinary skill in the art at the time the invention was made to modify the 
device disclosed by Davis and Saito with Blakley in order to enhance the security of the 
key by utilizing an identification that is unique to each device, (col. 6, lines 48-57; 
Blakley) 

As per claims 11 and 12: 

The combination of Davis and Saito teaches all the subject matter as discussed 
above. Both references do not explicitly disclose a media reader capable of being 
installed with a removable portable storage media storing the encryption key, wherein 
the encryption module reads the second encryption key from the portable storage media 
installed in the media reader and performs encryption. Blakley in analogous art, 
however, discloses a media reader capable of being installed with a removable portable 
storage media storing the encryption key, wherein the encryption module reads the 
second encryption key from the portable storage media installed in the media reader 
and performs encryption, (col. 4, lines 40-65) Therefore, it would have been obvious to 
one ordinary skill in the art at the time the invention was made to modify the device 
disclosed by Davis and Saito with Blakley in order to enhance the security of the key by 
utilizing an identification that is unique to each device, (col. 6, lines 48-57; Blakley) 
As per claim 13: 

The combination of Davis and Saito teaches all the subject matter as discussed 
above. Both references do not explicitly disclose having encryption keys corresponding 
to each user using the device, wherein the encryption module performs encryption using 
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an encryption key for the user corresponding to the data. Blakley in analogous art, 
however, discloses having encryption keys corresponding to each user using the 
device, wherein the encryption module performs encryption using an encryption key for 
the user corresponding to the data. (col. 6, lines 48-57) Therefore, it would have been 
obvious to one ordinary skill in the art at the time the invention was made to modify the 
device disclosed by Davis and Saito with Blakley in order to erase secret keys when the 
authorized user logs off. (col. 6, lines 48-57; Blakley) 

Conclusion 

14. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. See Form PTO-892. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Shewaye Gelagay whose telephone number is 571-272- 
4219. The examiner can normally be reached on 8:00 am to 5:30 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Emmanuel Moise can be reached on 571-272-3865. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

Shewaye Gelagay 



EMMANUEL LMOISE 
SUPERVISORY PATENT EXAMINER 




